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Solution of Problem 1

=" ¢ is QR modulo p with Definition 9.1 it follows
Jz el 2’ =c modp:>cp%1 =) =2"'=1 mod p,
where the last congruence follows from Fermat’s Theorem.

"e” ' =1 mod p = ¢ € Z;, as ¢ has an inverse modulo p.
Let y be a primitive element (PE), i.e., y is a generator of Z;. Note that there exists
a primitive element with respect to Theorem 7.2 a).

= 3Jj:c=9 modp
C%E(yj)%El mod p
p—1]|j(p—1)/2= j must be even

HZEGZ;;::L‘Ey% mod p

2:

=y =c¢ modp

A R

¢ is QR modulo p

Solution of Problem 2

a) Show that the Babystep-Giantstep-Algorithm computes the discrete logarithm.
b = o’ mod p,
gi = fa™™ mod p,
r=j7+im modp—1
The equation b; = g; yields:
o = Ba™™ mod p
Q™ =3 mod p

o= modp



b) a being a primitive element of the group Z; means, all elements in the group 8 € Z;
have a representation as a” mod p,n € {0,...,p — 1}. This guarantees existence and
uniqueness in the output of the algorithm.

Take for example a = 1, which is obviously no primitive element. Then, b; = 1V5 and
gi = BVi. No value § # 1 has a solution for n. § = 1 is the only possible value, but
the solution for n is not unique.

c) a®*=0 modp, a=3,p=29, 5=13.
Task: Compute z = log, () using the Babystep-Giantstep-Algorithm.
(1) m=1[29] =6

i/j 0[1]2]3|4]5
(2) b; = o mod p 11319 |271123|11
(3) gi=pPa™™ modp |13 25|28 | 7 | 9 |24

Note that a=! = 10 mod p, since 3-10—1-29 =1 = o™ = 10° = 22 mod 29.
(4) For (j,i) = (2,4) = by = g4 = 9 holds
r=mi+j mod (p—1)
=6-44+2 mod 28
=26 mod 28

The discrete logarithm is = = 26.
(Check: 3% = 313313 =19.19 = 13 mod 29)

Remark on complezity:

Running: 2,/p = O(,/p)
Bruteforce: O(p)

Solution of Problem 3

It is to prove that

x:

a

with z,y € Z, a € Z%, a # 1, and ord,(a) = k.

a¥ modn< z=y mod ord,(a)

“= Let a®*=aY modn = a*¥=1 modnand a* =1 mod n = ord,(a) = k.
Recall: ord,(a) = min{k € {1,...,0(n) | a* =1 mod n}}.

kl(x—y)
=zx=y modk
=z =y mod ord,(a).

“< Let =y mod ord,(a) =k|(z—y)=z—y==klleZ.

=a"V=d"=(")=1"=1 modn

=a"Y=1 modn=d" =dad modn.



