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Solution of Problem 1

a) Division with remainder is computed as follows:

Algorithm 1 Division with remainder

input: Two integers, the dividend a and the divisor d with a > d
output: Integer division: a div d, and remainder: a mod d)
1: procedure DIVMOD(a, b)
Find the unique ¢ € N such that a = ¢ -d + r holds with 0 <r < d
return (q,r)
end procedure

Ordinary long division yields 1234 : 357 = 3 + % ~ 3.456

We obtain ¢ = 1234 div 357 = 3, and r = 1234 mod 357 = 163

b) The greatest common divisor (ged) is computed as follows:

Algorithm 2 Euclid’s algorithm to compute the greatest common divisor

input: Two integers a and b with a > b
output: The greatest common divisor ged(a, b)

1: procedure GCD(a,b)
while b # 0 do

3 r < amodb
4 a+b

5: b« r

6: end while
7

8:

[\

return a
end procedure




To compute ged(357,1234), we can compactly write:

1234 = 357 - 3 + 163
357 =163 -2+ 31

163 =31-5438
31 =8-3+7
8=T7-1+1

(7=1-7T+0) //but, r =04
Hence, we obtain ged(357,1234) = 1.

c) The extended Euclidean algorithm (EEA) is used to compute multiplicative inverses:

Algorithm 3 Extended Euclid’s algorithm

input: Two integers a and b with a > b
output: An integer tuple (u,d,v) satifying a-u+b-v = d = ged(a,b)
1: procedure EXTGCD(a, b)

2: u<+1

3: v+ 0

4: d+a

5: V1 — 0

6: V3 < b

7: while vz # 0 do
8: q < L%J

9: t3 < d mod v3
10: ti1+—u—q-u
11: U < V1

12: d < v

13: v —

14: V3 — t3

15: return a

16: end while

17 v e

18: return (u,d,v)

19: end procedure

A compact computation of the inverse using this algorithm is, e.g.:

1=8-7-1v
=8—-(31—-8-3)-1
=8-4-31-1v

= (163—31-5)-4—31-1
—163-4—31-21 v
—163-4 — (357 — 163 -2) - 21
=163-46 — 35721 v

= (1234 — 357-3) - 46 — 357 - 21
= 123446 — 357 - 159 v’

Thus, the multiplicative inverse to 357 is —159 modulo 1234.



d) We consider the two polynomials b(z) = 2 + 2 + 1 and m(z) = 2° + 2* + 1.
Since the coefficients are in {0, 1} addition and substraction is equivalent here.

We compute ged(b(z), m(z)) using polynomial division:

(x5+a:3+1):($3+x+1):x2+x§i;i1
—(2° 4+ 2° + 27)
0+0+2%+1

This yields the first step of the Euclidean algorithm:
43+ 1l=@3+o+1) 22+ (22 +1)

In the second step of the Euclidean Algorithm, we again use polynomial division:

3 (2 _ 1
(P +ax+1): (@ +1) =2+ 55
— (2 + )

0+1

This yields 23 + x4+ 1= (22 +1) -2 + 1, so that ged(2® + 23 + 1, 2* + v + 1) =1
Applying the extended Euclidean algorithm to these polynomials yields:

=@ +a+1)+z(®+1)
=@+ o+ 1) +af(@® +2°+1)+ 222 + 2+ 1))
= (@ +2+ 1)1 +2°) +2(z° +2° + 1)

Thus, the multiplicative inverse to b(z) = 2* + z + 1is a(z) = b '(z) = 2® + 1



Solution of Problem 2

a) Show that from a|b and b|c it follows that a|ec.
alb =3k €Z: b=k -a
blce= ke €Z :c=ky-b
=c=k ky-a
=k=Fk ko
=dk€eZ:c=k-a
= alc

b) Show that from a|b and c|d it follows that (ac) | (bd).
alb =3k €Z: b=k -a
cld= 3k €Z :d=ky-c
=b-d=k-a-ky-c
:>k':k1'k52
=3dkecZ:b-d=k-a-c
= (a-c)|(b-d)

c) Show that from a|b and a|c it follows that a | (zb+ yc) V z,y € Z.
alb =3k €Z: b=k -a
>z €l,x-b==xk - -a
alc=Jky €Z:c=ky-a
=>yel,y-c=yks-a
xb+yc = zky - a+ yko - a = (vky + yko)a
=k = k) + yko
=3dkeZ: (xb+yc)=k-a
= al(zb + yc)



Solution of Problem 3

It is helpful to organize the plaintext m = (my, mo, ms,...,my) in a matrix with [ rows
and k columns as shown on the left hand side. The second matrix on the right hand side
describes the mapping of the positions to the ciphertext.

my Mgy o Mg—1)i41 1 2 .- k
S — : N (Y

From this the encryption of the Skytale is described by a permutation 7 with:

(12 l I+1 ... (k=1I+1 ... ki—1 Kk
Tl k+1 o (=Dk+1 20 L. k o (=Dk K



