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Problem 1. (matrix inverse)

a) Prove the following equivalence:

A ∈ Zm×m
n is invertible ⇐⇒ gcd(n, det(A)) = 1.

b) Is the following matrix invertible? If yes, compute the inverse matrix.

M =
(

7 1
9 2

)
∈ Z2×2

26 .

Problem 2. (sequence of affine ciphers)
Suppose you encrypt a message m ∈ Zq using an affine cipher ek(m) with key k = (a, b) ∈
Z∗

q × Zq.

a) Compute the n-fold encryption c = ekn(...ek2(ek1(m))...) for different keys ki = (ai, bi)
with i = 1, ..., n.

b) Is there an advantage using n subsequent encryptions, rather than using a single affine
cipher? Substantiate your claim.

Problem 3. (number of keys) Compute the number of possible keys for the following
cryptosystems:

a) Substitution cipher with the alphabet Σ = Zl = {0, . . . , l − 1}

b) Affine cipher with the alphabet Σ = Z26 = {0, . . . , 25}

c) Permutation cipher with a fixed blocklength L


