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Cryptography for

T_m_am Smart Grids

Rudolf Mathar

A triple ?ml.u v with operations +, - : X x X — X is called a

field if the following conditions hold: o
e Advanced
Encryption Standard
(AES)

» X with operation “4" forms an Abelian group, i.e.,

d neutral element “0": a+0=0+a=aforallae X

3 inverse elements: a+ (—a) =(—a)+a=0forallae X
Associativity: a+ (b+c)=(a+ b)+ c forall a,b,c € X
Commutativity: a+b=b+a forall a,be X

» X\ {0} with operation “." forms an Abelian group with
neutral element “1".

» Distributivity holds:

(a+b)-c=a-c+b-cforall a,b,ce X
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Fields

Example GF(2):
l_l

X =1{0,1}

1

0
1

Example GF(4):

0
0
1

1
0

X = .ﬁHXHuXMuXw“XR_.H“w

+ | X X1 X2 X3
X0 | Xo X1 X2 X3
X1 X1 X0 X3 X2
X2 | X2 X3 Xo X1
X3 X3 X2 X1 X0

0 1
0[0 O
110 1

X X1 X2 X3
X0 | X0 Xo Xo Xp
X1 X0 X1 X2 X3
X2 X0 X2 X3 X1
X3 | X0 X3 X1 X2

Theorem. There exists a finite field of order m if and only if

m = p* for some prime p and power t € N.

Construction by polynomials over GF(p).

Cryptography for
Smart Grids

Rudolf Mathar

The Advanced
Encryption Standard
(AES)
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Cryptography for

AES - Encryption S Gri

Rudolf Mathar

Most computations are in the field M ontiii
Encryption Standard
(AES)
Fas = GF(2°)

H,n?xqu_'@mx@+.:+9x+®o | bi € GF(2)}
= {(b7, bs, ..., b1, bo) | bi € GF(2)}

Set of polynomials with coefficients from F, = GF(2).
Addition:

Addition of polynomial coefficients.

Multiplication:

Multiplication of polynomials and taking the remainder modulo
g(x) = (% +x¥+x3 + x+1).
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