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Abstract—While the simultaneous power and information
transfer in a multi-user network extends the functionality of a
traditional base station (BS) in accordance with the requirements
of future communication systems, it gives raise to the problems
regarding information security. This stems in the fact that
the energy harvesting (EH) nodes can also act as potential
eavesdroppers. Hence, in this work we address the network
requirements for a full duplex (FD) BS regarding uplink (UL) and
downlink (DL) information rate and power transfer to EH nodes,
under the constraints regarding the information security. An
optimization problem for minimizing the total power consumption
is then formulated for a network with multiple antenna BS and
multiple antenna EH nodes. Due to the non-convex nature of
the resulting problem a semi-definite-relaxation framework is
proposed in order to approach an optimal solution. Furthermore,
for a simpler setup where the EH nodes are equipped with a
single antenna, it is shown that an easier problem formulation is
possible. A sub-optimal approach is also provided which reduces
the DL beamforming design into a power adjustment problem
with a reduced complexity. The numerical results investigate the
performance of the proposed methods under different system
parameters.

I. INTRODUCTION

The idea of full-duplex operation, as transceiver’s capabil-
ity to transmit and receive at the same time and frequency, is
known with the potential to approach various requirements of
future communication systems (5G). This includes improving
spectral efficiency, physical layer security and reduced end-
to-end latency [1], [2]. Nevertheless, such systems have been
long considered to be practically infeasible due to the inherent
self-interference (SI). In theory, since each node is aware of
its own transmitted signal, the interference from the loopback
path can be estimated and suppressed. However, in practice this
procedure is challenging due to the high strength of the self-
interference channel compared to the desired communication
path, e.g., up to 100 dB [3]. Recently, specialized cancellation
techniques [4]-[8] have provided an adequate level of isolation
between Tx and Rx directions to facilitate a FD communica-
tion, and motivated wide range of related applications, e.g.,
[3], [9]-[18]. As a promising use-case, the application of FD
capability at the base stations is known with the potential to
enhance the spectral efficiency, as the uplink and downlink
communications can be accommodated in the same channel
[15], [19]-[25]. More specifically, the works in [22]-[25] have
studied the achievable gains and design methodologies for a
system with a FD-BS, in the presence of an eavesdropper.
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The common goal is to provide a desired information link
quality for the UL and DL, while protecting the information
leakage against a potential eavesdropper. In this context, a
setup with single antenna users and eavesdropper is studied
in [22]. The latter work is then generalized for a setup with
multiple antenna nodes, and for a design with energy effi-
ciency considerations in [23]-[25], by minimizing the required
network power. In addition to the simultaneous information
transfer in different directions, a FD-BS may as well enhance
its operational diversity by providing service to the energy
harvesting users, via simultaneous wireless information and
power transfer (SWIPT). The application of wireless signal as
a means of power transfer for EH nodes is been introduced
as a controllable mechanism [26], and proved practical for the
nodes with relatively low power consumptions, e.g., wireless
sensors. Nevertheless, while HD-BSs are commonly studied
for various SWIPT applications, e.g., [27], [28], such studies
are rarely extended for the scenarios with a FD-BS [29], [30].

In this work we consider a FD-BS which simultaneously
provides service to HD UL and HD DL users, and transfers
energy to the EH nodes. Note that while the application of
a signal both as power and information carrier enhances the
efficiency of a SWIPT system, it signifies the issue of security
as an EH user may act as a potential eavesdropper. Similar
problem has been widely discussed for a setup with a HD-BS,
assuming that the BS simultaneously transmit signal and noise,
applying different beamforming weights. While a FD-BS, due
to the simultaneous control over various signal paths in the
same channel, has inherently a better capability to deal with
this problem, such study is still missing for a FD-BS.

Contribution: As the first step, we provide a signal model
where a FD-BS is applied to simultaneously serve multiple
information transmitter, i.e., UL users, multiple information
receivers, i.e., DL users, and multiple energy receivers, i.e.,
EH nodes. Our goal is to design a system which prevents a
destructive information leakage to the un-intended users, while
providing a required link quality in UL, DL, and transfers
power to the EH nodes. Link quality constraints are then for-
mulated in terms of the resulting signal-to-interference+noise-
ratio (SINR) and the corresponding optimization is converted
into a convex optimization problem. A simpler design pro-
cedure is also provided for the case with single antenna EH
nodes. Furthermore, a sub-optimal solution for DL beamform-
ing design is proposed which reduces the required compu-
tational complexity, at the expense of a slight performance
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Fig. 1.
simultaneously provides communication service to a set of UL and
DL users, while transferring power to a set of EH nodes. Solid lines
represent the desired signal paths, while dashed lines represent the
undesired (interference/information leakage) paths.

Schematic of the defined SWIPT system. A FD BS node

degradation. As a result, optimal linear transmit strategies are
obtained at the BS, as well as the UL users. The resulting
system performance is then studied numerically under different
system parameters.

Paper Organization: The remaining parts of the paper is or-
ganized as follows. In Section II, the system model is defined.
Our design metrics, constraints, and the resulting optimization
strategy is then summarized in Section III. In Section IV and
V, numerically tractable solutions are provided for the defined
optimization problem. The numerical simulations are then
discussed in Section VI, and finally Section VII summarizes
the main results of this work.

II. SYSTEM MODEL

We investigate a system where a FD BS is simultaneously
serving Kyr, number of HD UL users, Kpr, number of HD DL
users, as well as Kgy number of EH users, see Fig. 1. The
BS is equipped with M, transmit and M, receive antennas,
where the EH nodes are equipped with Mgy receive antennas.
The UL and DL users are equipped with a single antenna. All
channels are assumed to follow the block flat-fading model.
We denote the channel between the k-th UL user and the BS
as hy € CM:| the channel between the k-th UL user and
the [-th DL user as hygx,; € C, and the channel between
BS and the k-th DL user as hj, € C™:. The SI channel,
i.e., the channel between the transmitter and the receiver ends
of the BS is denoted as Hy, € CM*M Fuyrthermore, we
represent the channel between the BS and the k-th EH mode as
G, € CMemxM Where the channel between the k-th UL user
and the [-th EH node is denoted by gy, ; € CMsn | Furthermore,
it is assumed that the channel state information (CSI) regarding
all paths are known at the base station. We denote the index
set of all UL, DL, and EH nodes as Kyp,Kp. and Kgy,
respectively. Furthermore, the index set of the UL (DL) nodes
whose information needs to be protected against a potential
eavesdropping is denoted as Kyr (Kpr). The index set of the
EH nodes which are considered as potential eavesdroppers are
presented as Kgy. The following parts define our signal model
in more details.
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A. UL-BS communication

The transmitted signal from the UL users is written as

Tulk = /PulkSulks K € Kup, (D

where py € Ry represents the transmit power of the k-th
UL user and sy, € C is a complex zero-mean data symbol
such that E{|sy x|?} = 1. The transmitted signal from the UL
user is then received by the BS, together with the loopback SI
signal from the BS transmitter

Ybs = HppXps + Z hy kT, ke + D, (2)
keKur

where xp,, € CM and yus € CM respectively represent the
transmitted and received signals at the BS, and z,; € C
and nps ~ CN (0, NysIps ) respectively represent the transmit
signal from the k-th UL user, and the zero-mean complex
Gaussian (ZMCG) noise at the BS.

As it is known for a FD system, the SI signal can not be
accurately subtracted due to the high strength of the loopback
path, as well as the limited dynamic range of the transceiver.
Following the proposed model by [3], [11] we consider a
residual ST signal at the BS as

e := Hye + e, 3)

where
e~ CN (0, rdiag (E {xpx!1}) ) : @)
e ~ CN (0, fdiag (B {HuxxflHEY) ), )

respectively represent the transmission, and the reception dis-
tortion at the BS, and x € Ry (8 € Ry) is the distor-
tion coefficient relating the transmit (receive) power to the
transmit (receive) distortion intensity at each antenna. Note
that the above expression jointly models the usual transceiver
imperfections that affect the SI cancellation process corre-
sponding to e, e.g., power amplifier non-linearity, oscillator
phase noise and digital-to-analog convertor (DAC) error, and
also the imperfections of the receiver chains corresponding to
e;, €.g., automatic-gain-control (AGC) noise, analog-to-digital
convertor (ADC), and the oscillator phase noise. For more
elaboration on the used residual SI signal model please see
[3, Section II]. As a result, the SI-reduced received signal at
the BS is expressed as

Yos = Hppe + €; + nps + Z hy kT k, (6)
keKuL

where the first two terms represent the residual self-
interference. A spatial receive filter is then applied at the BS
to separate the data streams corresponding to the different UL
users

Buk = £ Fs, (7

where 5, € C is the estimated version of the transmitted
data symbol from the k-th UL user at the BS.
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B. BS-DL communication

In this work we consider a BS which transmits data
together with an artificially generated noise, in order to add
robustness to the potential eavesdropping by EH nodes. Note
that the transmission of pure data-containing signal, while
increasing the efficiency of a SWIPT system, leads to the data
leakage to the EH nodes. The transmit signal from the BS is
hence written as

Xps =2z+ Y brsa, ®)
k€KpL

where by, € CM: represents the beamforming vector at the BS
for the k-th DL user, sq ) is the corresponding data symbol
with zero mean and E{|sq x|*} = 1. The artificially generated
noise at the BS is denoted as z € C*:, which is intended to
convey energy to the EH nodes. Regarding the generation of
z € CM: we consider two scenarios. In the first (optimistic)
scenario, we assume that the information regarding the random
sequence z is distributed in the network, and it is known
to the users. Note that this can be achieved by sharing the
information regarding the used random sequence and the initial
seed with the users, e.g., [30]. Nevertheless, this information is
not shared with the EH nodes and hence can be used to degrade
the information link to the EH nodes without degrading the
information links to DL users. In the second (pessimistic)
scenario, we assume that the information regarding the random
sequence z is not distributed in the network. While the second
approach is capable of keeping the used sequence from EH
nodes with higher certainty, it may degrade the information
link to the DL users, specially when the number of antennas
at the BS is not large. The received signal at the [-th DL user
can be written as

T
Yai,r = hg  Xps + nag + g Poud k1Tl 9
keKyL

where ng; € C is a ZMCG noise with variance Ngj ;.

C. Received signal at EH nodes

The function of EH nodes is to extract and store energy
from the received RF signal, e.g., [31]. The baseband repre-
sentation of the received signal at the k-th EH node is

Yenk = GrXps + Den i + Z i kTulis (10)
1€KyL

where nep i ~ CN (0, Nen rIng,) is a ZMCG noise at the k-th
EH node. In the following sections we provide an overview
of our optimization strategy in order to control the network
power expenditure, while satisfying the users requirements, as
explained in Section 1.

III. NETWORK POWER MINIMIZATION UNDER MULTIPLE
POWER AND RATE CONSTRAINTS

In this part we briefly summarize our optimization strategy.
Our goal is to provide a required communication rate from
the UL users to the BS and from the BS to the DL users, as
well as to provide a required power transfer to the EH nodes.
Furthermore, the information leakage to the EH nodes should
be kept below an acceptable margin to guarantee security for
the desired information links. Hence, we address the network
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power expenditure minimization problem, satisfying the afore-
mentioned rate and power constraints. Similar approaches for a
BS with HD operation, or a FD-BS without SWIPT capability,
or security considerations are discussed in [23]-[25], [27],
[30].

A. Information transfer to the DL users

The signal-to-noise-plus-interference-ratio (SINR) for the
k-th DL node can be formulated as

hj bbb hy
Nk + 2 iexy, Putyilhud,i k> +h (M]E{ZZH}

+ Y bb)hy,
ie{KpL\k}
(I

where (g, € Ry represents the corresponding SINR value,
and p € {0,1} represent the possible scenarios for the
random sequence z, i.e., i = 1 represents the pessimistic, and
1 = 0 represents the optimistic scenario where the information
regarding the random sequence z is distributed to the intended
users, see Section II. Consequently, the normalized information
transfer rate to the k-th DL node is written as

Ry = logy (1 + Caik) » (12)

assuming a Gaussian distribution for the transmitted signal
and all interference sources in the network. Note that Ry j
is normalized to the used bandwidth.

Cake =

B. Information Reception from the UL users

The desired information link quality in terms of SINR for
the k-th UL user is expressed as

H H
put,kfy by ) fx

Cul,k -
£ (NbsIM, +E{ee} + 3 c ko pul,ihuLihﬁi) fr

(13)

where E{ee’} represents the covariance matrix of the residual
SI signal at the BS, and can be calculated as

E{ee’} =

kHypdiag (E{xpx{!}) Hif + Sdiag (HuE{xpsx{l JHE ),
(14)

where the first and second terms respectively correspond to
the effect of the transmission and reception distortion at the
base station, see [3]. Similar to the arguments in [23], [24],
we assume zero-forcing (ZF) spatial filters at the base station
to simplify the corresponding multi-user design. Note that
the ZF strategy reaches close to optimality for the scenarios
where noise is not the dominant factor, and particularly as
M, grows. The corresponding choice of £l can be hence
calculated as k-th row of HT, where H := [hu1 - by gy

- ~ ~\—1 -
and Hf = (HHH> HY, see [23, Equation (12)]. The
normalized communication rate can be obtained similar to the
DL case as

Ry = logy (1 + Guik) - (15)
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C. Wireless power transfer to EH nodes

As one of the network requirements, the BS node is
responsible to transfer wireless power to the EH nodes. The
received power at the k-th EH node is expressed as

Py:=E {HYeh,k”%}
=tr (Neh,kIMEH + GiE {ZZH} GI?) + Z pul,ngi,kng
1€KyL

+ Y IGxbil3, (16)

1€KpL

where P, € R represents the received collective power at the
k-th EH node.

D. Information leakage to EH nodes

In order to provide security against the potential eavesdrop-
ping by the EH nodes, the information rates from the UL nodes
to the EH nodes, as well as from BS to the EH nodes should
be kept below an acceptable level. The information leakage
from the k-th UL user to the [-th EH node is formulated as

Leake _
Rk _ g ‘IMEH —i—puLkAule’lgk,lg,zl‘ o an

where

Akt = NentIng, + GIE{xpx{I 1 G/

+ > pusgigl  (18)
ie{KuL\k}

is the covariance of the interference+noise signal at the [-th
EH node corresponding to the information leakage from the
k-th UL communication. Similarly, the information leakage to
the [-th EH node from the BS, corresponding to the k-th DL
user is formulated as

R&e}:}?ga:10g2’1MEH+A5},€JGlbkb£GlH .19

where

Aa k1 = NeniIng, + Gy (E{ZZH} + Z bibiH>GlH
1€{KpL\k}

+ > puigiigl (20)

1€KyL

is the covariance of the interference+noise signal at the [-th
EH node corresponding to the information leakage from the
k-th DL communication.

E. Optimization Problem

In this subsection we define our optimization problem. As
explained above, our goal is to minimize the total network
power expenditure where the power consumption for each
individual node is incorporated in the objective with a known
weight. This approach is practical considering the large variety

ISBN 978-3-8007-4177-9 497

of nodes with different energy storage capability. The corre-
sponding problem can be hence formulated as

Zmir;_[ ’Ybstr(Z+ Z bkbf> + Z Yl kPul,k (21a)
S

b, k € KoL, keKpL keKyr
Puk, kB € KuL
S.t. 0 < Pul,k < Pmax,k ke KULa (21b)
w(Z+ 3 bl ) < prcman, 2le)
keKpL
P > Poink, k€ Kgn, (21d)
RyShe < RSN k € Kpr,l € Ken, (2le)
Rﬁlie;i?klage) < Rﬁlieljkage)’ ke KUL,Z S KEH, (Zlf)
Rux > Rug, k€ Ky, (21g)
Ra i > Rak, k€ Kpr, (21h)

where H denotes the set of positive-semi-definite matrices,
Z := E{zz"}, and &, € R, represents the efficiency of the
k-th EH node in storing the received wireless energy. In the
above problem, R represents the tolerable leakage rate for the
corresponding links in (21e) and (21f), while representing the
minimum required information rate for the corresponding links
in (21g) and (21h). The weights 1ps € Ry and vy € Ry
respectively represent the price of the power consumption at
the BS and at the k-th UL user. The maximum allowed power
consumption at the k-th UL user and at the BS is respectively
represented as Pmax, i and Pps-max, Where the minimum required
power at the k-th EH node is denoted by Ppin k-

As it is apparent, the defined optimization problem in
(21a)-(21h) is not tractable, as it is not convex. It is since
the intersection of the sets resulting from the rate constraints
(21e)-(21h) does not constitute a convex set. Furthermore, the
complexity of the problem does not allow for an analytic
approach towards the solution. In the following sections we
formulate substitute problems to (21a)-(21h) which hold a
convex structure, and hence can be solved in a polynomial
time using the state of the art numerical solvers.

IV. SEMI-DEFINITE-RELAXATION (SDR) FOR NETWORK
POWER MINIMIZATION

In order to tackle (21a)-(21h), the well-known semi-
definite-relaxation (SDR) is applied to obtain a convex opti-
mization framework, see [32]. By defining By := bkka , and
additionally imposing the constraints By, € H, rank (Bg) = 1,
we can equivalently formulate (21a)-(21h) as

Znéigl-l Yostr (B) + > YlkDuk (222)
By € M,k € Kpi, keKu
Puk, k € Kuo
st 0 < puk < Pmax.ks k € Ky, (22b)
'[I‘(B) < Pbs-max; (220)

w(GIGB) + 3 pulgiel?
€Ky
> Prink/&k — MeaNenk, k € Kgn, (22d)

GByG/ < CurAaky, k € Kpp,l € Ky,
(22¢)
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Pul,kgk,lgf,z < CurAups k € Kyp,l € Key,
(221)

tr(pul,kaHul,k — Cu i Fy (NbsIM,
+E+ Z pul,iHul,i)) >0, keKy,
’iE{KUL\k}
(22g)
tr(h;l,khg;,k]ék) — Cak (Ndl,k
+ > puilhuirl?) = 0, k€ Kpr, 220

1€Kyr

rank (By,) = 1, k € Kpy, (22i)
where
B::Eh%ﬁﬁzz+-Z:Bm (23)
keKpr
By : = Bi — Cax (MZ + > Bi), (24)
i€{KpL\k}
Fy : = fi.f, (25)
Hy s, : = haihll (26)
Cag o = Ry 1, ke Kp, (27)
— R(Lcakagc)
Cug : =2k —1, keKy, (28)
Cap: = 2Rk _ 1 k€ Kpy, (29)
Gage t = 2Rk — 1, k € Ky, (30)

and E := E{ee”} is obtained by replacing B in (14).
Please note that the interference covariance matrices, i.e.,
Ak, Mgk, are expressed as affine combinations of Z,
B,k € Kpr, and py;,% € Kyr. Nevertheless, the reformu-
lated problem (22a)-(22i) does not hold a convex structure,
due to the rank constraint (22i). Hence by temporarily relaxing
(221) we formulate a substitute problem as

min (22a) 31
ZcH,
B, € H,k € Kp,
Pu, ks k € Kuo
s.t. (22b) - (22h), (32)

which is a convex optimization problem and can be efficiently
solved using known numerical solvers, e.g., SDPT3 [32]. If
the obtained solutions for By, ie., Bj, satisfy the relaxed
constraint (22i), i.e., rank (B}) = 1, they are also optimal
solutions for (22a)-(22i). In this case, an optimal DL transmit
beamforming vector is obtained as b} = Ana (B}), where
Amax (+) calculates the eigenvector corresponding to the max-
imum eigenvalue. Nevertheless a rank-1 optimum solution is
not in general guaranteed for (31)-(32). In this context, the
well-known randomization technique is applied which obtains
a close-to-optimum solution for by, using an optimal general-
rank solution to By, e.g., [33]. It is worth mentioning that a
general rank DL covariance matrix can be as well implemented
by applying space-time-block coding (STBC) schemes, e.g.,
see [34]-[36].

V. SIMPLIFIED NETWORK POWER MINIMIZATION FOR
SINGLE-ANTENNA EH NODES (Mgy = 1)

In the variety of the potential scenarios, the EH nodes
are small and cheap nodes which does not afford to facilitate
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multiple antennas in the hardware. In this section we solve
the defined optimization problem in (21a)-(21h) assuming
Mgy = 1. The purpose of this section is to exploit the provided
setup simplification to obtain simpler designs. We denote the
channel between the BS and the k-th EH node as g and
the channel between the k-th UL node and the [-th EH node
as g, Note that g € CYM and g, € C respectively
represent the vector and scalar notations for the channels Gy
and gy, as Mgy = 1. Similar to the last section, having
B; = b;bfl, B; € H, and relaxing the corresponding rank
constraint, our problem is formulated as

min (22a) (33a)
Zi € H,,k € Kgy
Br € H,k € Kp,
Pu ks k € KuL
st (22b)-(22d) , (22g)-(22h), (33b)

tr(gf{gz (Bk — Cak (B - Bk))) — Caik (NehJ

+ Z Pul,i|gi,l\2) <0, k € Kp, ! € Kgy,
1€KyL
(33¢)

2 - gul,k

Z pul,i|gi,l|2

1€ {KUL\]C}

*Eul,ktr(gfgk]?)) <0, k € Ky, ! € Ken,
(33d)

pul,k|gk‘,l

where the role of z = ZkngH zj, 1S intuitively separated
into |Kgy| mutually independent random noise sequence where
each is intended to serve the EH node with the same index (and
consequently Z = >, -z Zj). Note that the aforementioned
separation does not reduce the optimality of (33a)-(33d) as
any optimal random noise covariance Z* from the original
problem (22a)-(22h) can be still constructed with a feasible
combination of Z;,k € Kgy!. Nevertheless, as we see in
the following, it may provide further simplification on finding
an optimal rank-1 DL beamforming matrices, i.e., B}. The
defined problem (33a)-(33d) holds a complex-valued semi-
definite programming structure for which

V = |Ku| + [Kpr| + |Kgnl, 34
C = 2|Kuyr| + |Ken| + [Kpr| + 1 + [Kg| (|KUL| + \KDLD ;
(35

respectively represent the number of the semi-definite complex
variables and constraints. The rank-constraint solutions for
aforementioned problem structure are studied in the literature,
see [37], [38]. Exploiting the results of the [37, Theorem 3.2],
an optimal rank-1 set of semi-definite variables for the problem
(22a)-(22h) is available and can be constructed if we have

V|+3<|C] =
2 < |Kyr| + |Kegl (UKUL\ + |KDL\) . (36)

Note that the inequality condition (36) does not indicate the
existence of a rank-1 solution for a general setup. Nevertheless,
it provides an indication for the few setups that the provided

"Note that for a practical scenario where the base station is equipped with
multiple antennas, higher energy efficiency can be obtained by using more
directive beams. Hence unless the EH nodes are tightly co-located, we assume
that the power transfer to the EH nodes is done via separated beams, i.e., we
have Zj, > 0, Vk € Kgn.
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semi-definite relaxation is tight and can be used interchange-
ably with the original problem (22a)-(22i). When (36) does
not hold for a certain setup, the relaxed problem results
in semi-definite general-rank matrices. Hence, similar to the
case with multiple antenna EH nodes, a rank-1 approximation
on the resulting matrices is applied using the results of the
randomization theory [33]. Furthermore, similar to the results
of Section IV, the obtained general rank DL covariance matrix
can be also implemented by applying space-time-block coding
(STBC) schemes, e.g., see [34], [35].

A. Zero-Forcing-Based Transmit DL Beamforming

In the previous part we have provided an optimization
framework to approach the optimal performance of the defined
SWIPT system, when Mgy = 1. In this part we provide
a suboptimal approach where the design of the transmit
strategies is reduced to a power adjustment problem on the
fixed (pre-determined) beamforming vectors. We recall that in
subsection III-B we justified the use of zero-forcing receive
filters at the BS as a simplifying approach, which approaches
the optimality as the number of BS antennas grows or as the
noise intensity is not significant. In this part, we extend the
same idea to the DL beamforming vectors where the data
streams are merely transmitted in the null-space of the DL
users and the EH nodes. Please note that the aforementioned
transmit zero-forcing results in no information leakage from
the BS to the EH nodes, while eliminates the DL-to-DL
interference. Following the above-mentioned arguments we
have

by, = 2% by, k€ KoL, 37)
[ |l2
where B% is the k-th row of Hf := (I:IHFI)f1 H7 and H :=
(hai1 - ha gy, 81 -+ - 8k, ] The resulting power adjustment
problem can be hence formulated as

min (33a) (38a)
ZecH,
pa,k € Ry, k € Kp,
puk € Ry, k € Ky
s.t. (33d), (33a)-(33b), (38b)
where By, is replaced in (38a)-(38b) as Bj, = 24k b, bH,

b 2

and the constraint regarding the DL informatior! lkeuszage is
eliminated due to the ZF in DL beamforming. Note that the
above formulation, simplifies the DL beamforming problem
into a power optimization problem for UL, DL, as well
as finding the corresponding random noise covariance Z.
It is worth mentioning that the above problem holds the
aforementioned SDP structure and hence can be solved using
the known numerical solvers. Moreover, unlike the problems
in the previous parts, (38a)-(38b) is defined with no rank-
constraints and hence the optimal solution directly defines the
transmit strategies from the BS and UL nodes. In the following
part, the performance of the proposed methods is evaluated
via numerical simulations, and the effect of different system
parameters are observed.

VI. SIMULATION RESULTS

In this part we investigate the performance of the proposed
system via Monte-Carlo simulations. We assume that all chan-
nels are accurately known and follow the uncorrelated flat-
fading model. We average the resulting system performance
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TABLE 1. SETUP SPECIFICATIONS
Parameter Values
Cell Radius 250m
Carrier Frequency 2GHz
Bandwidth 10MHz
Height User: 1.5m, BS: 30m
Noise Figure BS: 5dB, User: 9dB

—174dBm/Hz

LOS: 103.4 + 24.21ogy d

NLOS: 131.1 + 42.8log d

LOS: 98.45 + 20log,, d, d < 50m
NLOS: 175.78 4 40log,yd, d>50m
Between UE and BS: 8dB

Between UE and UE: 12dB

Thermal Noise Density
Path Loss (dB) between
BS and users (d in km)
Path Loss (dB) between

users and users (d in km)

Shadowing Standard

Deviation

for 100 channel realizations. Each channel realization is sim-
ulated following the 3GPP LTE specifications for a macro-
cell deployment [39, Scenario 8]. A single macro BS is hence
considered at the center of a cell area, including UL and DL
users, as well as energy receivers (EH nodes). The channels
between BS and UL (DL) users are assumed to obtain a line-
of-sight (LOS) path with the probability

PLos(d) =min(0.018/d, 1) x (1 — exp(—d,/0.063))
+ exp(—d/0.063), (39)

where d [km] represents the distance between the UL (DL)
user and the BS. The EH nodes are assumed to be positioned
with a LOS path to the BS, within the 50 meter radius. The
flat-fading channel coefficients for the BS-UL, BS-DL, BS-EH,
and UL-DL paths are generated as h = 10(-*/29}, where
h € C represents the complex channel coefficient between
two antennas of two different nodes, e.g., BS and DL, and « is
representing the large scale fading factor, including shadowing
and path loss. The factor & is generated with unit variance and
a Rayleigh distribution. Detailed deployment specifications as
well as the resulting large-scale fading values are given in Ta-
ble I. The self-interference channel is generated following [40],
and the similar arguments as in [19], as flat-fading matrix with

2 ~ 2
os KR Isi
T, Hobs 177 v, |

a Rician distribution: Hy, ~ CA (

where Ky is the Rician factor, Hyy, is a deterministic matrix,
and o2 is .the passivej isolation that is provided by separating
the transmit and receive antennas.

In Figs. 2-5, we have investigated the total network power
consumption, under different values of the information rate
requirements in UL and DL, i.e., Ry, Ra k., the toler-
able information leakage to the undesired destinations, i.e.,
RESE Ry, the required successfully stored wireless
power at the EH nodes, i.e., Phin,k. and the transceiver
accuracy in dealing with the self-interference signal, i.e.,
B, k. We apply the proposed designs in Section IV regarding
the network power minimization. In this context, "ZF, p=0"
and "ZF, u=1", respectively represent the power adjustment
algorithm defined in Subsection V-A, for the optimistic (1 = 0)
and the pessimistic scenarios (1 = 1). Similarly, ”SDR, p=0"
and ”SDR, p=1" represent the defined SDR algorithm. It is
worth mentioning that a similar HD setup leads to infeasibility
of the UL information leakage constraints as it is not capable of
transmission and reception at the same time. Unless otherwise
is stated the following values are used to define our simulated

© VDE VERLAG GMBH - Berlin - Offenbach, Germany
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Fig. 2. Network power consumption [dBW] vs. requires information rate

[bits/sec/Hz]. Power consumption increases for higher rate demand. The
proposed power adjustment method performs close to optimality for different
rate values.

Power Consumption [dBW]

6 i i i
107 107 107 107 10°
(Leackage) _ p(Leackage) .
R = Ryx; [bits/sec/Hz]

Fig. 3. Network power consumption [dBW] vs. tolerable information leakage
rate [bits/sec/Hz]. The optimistic and pessimistic scenarios diverge as the
tolerable leakage rate decreases. Smaller tolerable leakage rate results in
significantly higher power consumption.

setup: Kp. = Ky, = Kgg = 2, M, = M, = 6, Mgy = 1.
& = 0.1, k € Kgg, Pningeg = 0.01 [pWatt], k& € Kgy.
RySHe = 0.1 [bits/sec/Hz], k € Kps, | € Kpy, Ry =
0.5 [bits/sec/Hz], k € Ky, € Kgg, & = 8 = —60dB.
Ra; = 5 [bits/sec/Hz], k € Kgs, Ru x = 5 [bits/sec/Hz], k €
KUL~:Ybs = Y,k = 1, k € Ky, Kr = 0.5, O'gl = —40 [dB]
and Hyy, is chosen to be a matrix of ones.
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Fig. 4. Network power consumption [dBW] vs. Py, 1 [dBm]. The optimistic
and pessimistic scenarios diverge as the P, x increases.

VII. CONCLUSION

In this work we have addressed a transmit strategy de-
sign, for a multi-user communication network where a FD-
BS simultaneously serves a gourp of HD-UL and HD-DL
users, while transferring wireless power to a group of EH
nodes. Particularly, we recognize that the reception of a
power-containing signal at an EH node, may lead to security
problems, as EH nodes may also be considered as a potential
eavesdroppers. In this context, a physical-layer-security-aware
design is proposed in order to minimize the network power
consumption, while satisfying the corresponding rate require-
ments from the users, as well as applying security constraints
regarding the information leakage to the EH nodes. Numerical
simulations investigate the behavior of the proposed solutions
under different system parameters.
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