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Abstract—Reliable detection of primary user activity by spec-
trum sensing is a crucial issue of cognitive radio systems. The
objective of cooperative spectrum sensing is to combine the
detection results of multiple cognitive radios in order to maximize
the probability of detecting unused spectrum while meeting a
required reliability of detecting primary user activity. In this
paper, a Kullback-Leibler distance-based optimization approach
for the local decision thresholds of cooperative spectrum sensing
is proposed. It is both computationally efficient and scalable
with the number of cognitive radios. To validate the concept,
real spectrum sensing results are used. The employed practical
setup is based on software defined radio and detects a WiMAX-
like OFDM signal. The presented numerical results illustrate the
feasibility and effectiveness of the approach.

I. INTRODUCTION

According to recent studies, most of the licensed radio
spectrum is severely underutilized in both the time and spatial
domain [1]. Spectral efficiency can be significantly improved
by sharing the available frequency band between a licensed
primary user (PU) and unlicensed secondary users or cognitive
radios (CRs). By observing the spectrum domain of interest,
CRs are able to detect spectrum holes and adapt radio opera-
tions to a dynamically changing environment without introduc-
ing harmful interference to the PU. Hence, spectrum sensing is
a key enabling functionality of CRs. Besides offering reliable
detection of weak PU signals of possibly unknown types,
spectrum sensing should also monitor the activation of the
PU in order for the CRs to vacate the occupied spectrum por-
tions. There are three traditional spectrum sensing approaches:
matched filtering, cyclostationary feature detection and energy
detection [2].

If CRs have a priori knowledge of PU signal features
(e.g., modulation type, pulse shaping, packet format), then
the optimal detection is achieved by correlating the received
signal with a pre-stored local copy in a matched filter. Due to
coherency, the main advantage of the matched filter is small
convergence time and increased reliability, while a significant
drawback is the need of a dedicated receiver for every class
of PU.

Cyclostationary feature detectors differentiate the PU signal
energy from the local noise energy by exploiting periodicity
exhibited by the mean and autocorrelation of a particular
modulated signal. Increasing the number of cyclostationary
features in PU signals improves detection reliability and ro-
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Fig. 1. Considered system setup.

bustness against multipath fading, which comes at the expense
of increased overhead and bandwidth loss of the PU.

Energy detection is optimal when the CRs have no infor-
mation of the PU signals. It can be implemented similar to
a spectrum analyzer by averaging frequency bins of a Fast
Fourier Transform (FFT). The signal detection is performed
based on the amount of received energy. This allows for
a simple implementation but the performance in low SNR
regime can be weak due to noise uncertainty. Moreover, results
presented in [3] suggest that the performance of an energy
detector severely degrades in fading environments. Additional
degradation caused by the hidden terminal problem results
from the case when a CR is shadowed by objects with high
penetration loss. Not detecting spectrum holes can lead to
inefficient spectrum usage, while missing PU signal presence
causes harmful interference. The former case is characterized
by the probability of miss Pps, while the later performance
degradation is described by the probability of false alarm Pp.

The performance of spectrum sensing can be significantly
improved by introducing a cooperative sensing approach
where the final detection result is based on the combination
of local decisions collected from multiple CRs. In such a way
sensing time can be decreased and the hidden terminal problem
can be avoided. In a cooperative network of CR users, a central
unit or fusion center collects individual sensing information
from CRs, identifies the available spectrum and broadcast this



information over a control channel to other CRs or directly
controls the CR traffic as shown in Fig. 1.

The optimal selection of CR users and the way how their
decisions are combined can be determined by the means of
minimizing the global Py, while maintaining a level of Pr. In
this way, the probability of detecting spectrum holes Pp = 1—
Py will be maximized while restricting interference with the
PU on a predetermined level «. Consideration of minimizing
the total probability of error can also be found in literature
[4].

In [5], AND, OR and k-out-of-N methods for combining
local decisions from different CRs are investigated. In [6],
the optimal linear function of weighted local decisions has
been derived. The optimal likelihood ratio test considering the
influence of the channels between CRs and the fusion center
has been studied in [7]. The local detection reliability of each
CR is taken into account in [8], where the final decision is
made by jointly considering the local decisions of each CR
and their credibility transmitted by CRs along their decisions.

For maximizing the probability of detecting unused spec-
trum Pp while jointly meeting a required reliability o of
detecting primary user activity, optimal local CR decision
rules and an optimal combining rule have to be found. In
the general case, the jointly optimum solution for the local
decision rules and the fusion rule is very difficult to obtain
and does not scale with the number of CRs [9]. In this paper,
we propose a novel optimization approach for cooperative
spectrum sensing. To determine the local decision thresholds
the Kullback-Leibler distance between the local detection
probabilities is maximized at the CRs. By this procedure,
the joint optimization problem is decoupled. After the local
CR decision thresholds have been determined, the optimal
fusion rule can be derived. This decoupling results in an
optimization procedure which is scalable with the number
of CRs. To validate this approach, we employ real spectrum
sensing results obtained in a typical office environment. The
results are obtained by software defined radios, which are
used to detect a WiMAX-like OFDM signal assumed as PU.
Numerical results show that spectrum holes can be reliably
detected, while the required reliability of detecting primary
user activity is guaranteed to be met.

The remainder of the paper is organized as follows. In
Section II, the system model of cooperative spectrum sensing
is stated. The proposed optimization procedure is introduced
in Section III and the setup for practical spectrum sensing is
described in Section IV. Finally, in Section V numerical results
are presented and conclusions are drawn.

II. SYSTEM MODEL

The problem of cooperative spectrum sensing can be for-
mally modelled as follows. We consider a binary hypothe-
sis testing problem with hypotheses Hy and H; indicating
whether the spectrum is occupied (Hy) or free (H;). In order
to detect the presence of a spectrum hole, a network of N
CRs obtains random observations

(Xla"'aXN)/EXlX"'XXNa (1)

which are generated according to either Hy or H;. In case of
energy detection, e.g., X; models the energy that is received
by the jth CR in the spectrum of interest. The random
observations Xi,..., Xy are assumed to be conditionally
independent given the underlying hypothesis, i.e., the joint
conditional probability density function of all the observations
factorizes according to

N
flr,. . on|Hy) = ] fi@;|Hy), k=0,1. (2
j=1

The observations do not have to be identically distributed,
which means in practice, that the SNR of the observed PU
signal can vary between the CRs. According to the distributed
nature of the problem, the jth CR performs independent
spectrum sensing and processes its respective observation X;
by forming a local decision U; = 6;(X) about the absence
or presence of the signal.

A. CR decision rules

In case of binary local decisions, the CR decision rules §;
are mappings

§;: X; —{0,1}, j=1,...,N. 3)

As is known from the distributed detection literature, local de-
cision rules leading to jointly optimal configurations under the
Neyman-Pearson criterion are log-likelihood ratio tests [10]
according to
U;=1
Lj 2 Tj (4)
U;=0
where L; = log(f;(X;|H1)/f;j(X;|Hop)) is the local log-

likelihood ratio of observation X ;. In this way, each CR has
a local probability of false alarm according to

Pfj :P(Uj:1|H0):P(LJ‘>Tj|H0) %)
and a local probability of detection according to
de :P(UJ:].‘Hl):P(LJ>TJ|H1) (6)

An optimization procedure to determine the local decision
threshold 7; is presented in Section III.

B. Fusion of local decisions

Under the assumption of conditionally independent local
decisions Uq,...,Un at the CRs, the optimal fusion rule at
the fusion center which makes a binary global decision U
about the state of the observed spectrum can be implemented
by a linear threshold rule [9]. It is given by

N Uy=1

SNU;oz 9 (7)

j=1 U() =0
with weights

- Py, (1 - Py))
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Fig. 2. Global probability of false alarm Pr depending on the decision
threshold ¥} before randomization. Confidence level « is exploited by adjusting
probability p.

for j = 1,..., N, and a decision threshold ¥ = ¥(«) which
depends on the desired value of « (see Fig. 2). The tie-breaking
is done in a randomized way such that the whole confidence
level o is exploited. For the case Zévzl A;U; = 9, we formally
define

N
Z)\jUj =1: {
j=1

The value of p can be calculated as

p_ O POEj A U; > 91Ho) 10
P(3231, \U; = 0| Ho)

III. OPTIMIZATION OF DECISION RULES

Uy =1, with probability p

Uy =0, with probability 1 —p ©)

In this section, we motivate and present a scalable optimiza-
tion procedure for the CR decision rules (3). To determine
the local decision thresholds 7; the Kullback-Leibler (KL)
distance between the local detection probabilities (5) and (6)
is maximized. The rationale behind the presented approach is
that the KL distance arises as asymptotic error exponent in
Neyman-Pearson hypothesis testing [11].

A. Hypothesis testing and Kullback-Leibler distance

If we assume conditionally independent and identically dis-
tributed (i.i.d.) observations X1, ..., Xy, the local conditional
probability density functions f;(-|H}) are the same for all

j=1,...,N, and we can write
Hy: X; ~ fo,
0 J fo (an
Hy: X~ f1,

where f, is the conditional probability density function under
hypothesis Hj, for all sensors. The KL distance between the
two distributions fy and f; is defined as

D=D%WU=/h@bg

fo(2) dx.

fi(x) (12
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Fig. 3. Optimal local decision threshold 7* for the Gaussian detection

problem obtained by the Kullback-Leibler distance approach depending on
the observation SNR.

If the fusion center has access to the unquantized observations

Xi,..., XN and uses the Neyman-Pearson decision rule, for
the probability of miss P, it asymptotically holds that [11]
log P,
lim lim —8-M _ _p (13)
Pr—0 N—oo
For small Pr and large N we obtain
Py = exp(—ND), (14)

i.e., the KL distance D = D(fo||f1) is the asymptotic error
exponent in Neyman-Pearson hypothesis testing. Intuitively,
in the unquantized case considered above, every cognitive
radio contributes with the full KL distance D(fy||f1) to the
exponent in (14). The higher the contributed KL distance
D(fo||f1), the lower the global probability of miss P; and
thus the higher the global probability of detection Pp =
1 — Pps. This motivates the approach that in the case of
quantization of measurements at the cognitive radios, the local
decision thresholds 7; should be determined such that the KL
distance between the local probability distributions described
by the probabilities (5) and (6) is maximized.

B. Kullback-Leibler distance-based optimization of CR deci-
sion rules

Analogously to definition (12), the KL distance between the
local probability distributions described by the probabilities (5)
and (6) can be calculated by

DjG_&ﬂ%C_&O+ﬂb4&0-ﬂﬁ
i 1= Py, 8\ By,

Based on the local observation statistics f;(-|Hy), the local
decision threshold 7; of the jth CR is determined in such a
way that the KL distance D; is maximized

77 = argmax D; (16)

T



Sl 12 8 4 "
16
AN
5.90 m| ~ L § 13
>
J 9 5
v |401 402 403 > 404 405 406 407
Floor A
15{46 m
[ 411 410 409 408 3
15 11 7
7.10 m|
14 10 6 2

26.75 m

Fig. 4. Measurement floor plan.

As an illustrative example, we consider the problem of
detecting the presence or absence of a deterministic signal
in Gaussian noise [12].

For this example, the resulting optimal local decision thresh-
old 77 leading to the maximum KL distance D can be
easily computed numerically. In Fig. 3 the optimal threshold is
depicted depending on the value of the local observation SNR.
In practice, the CRs can use look-up tables with the optimal
threshold values for a reasonable range of observation SNRs.
In this way, a computation of the numerical optimization on
the CR hardware is not required.

IV. PRACTICAL SPECTRUM SENSING

To evaluate the validity of the proposed approach in prac-
tice, we conduct a cooperative sensing campaign of an OFDM
signal in an indoor office environment. For the measurements,
a total of 16 CRs are distributed over a floor of the Institute
for Theoretical Information Technology at RWTH Aachen
University as shown in Fig. 4. The transmitter broadcasts
an OFDM signal of 5 MHz bandwidth at 2.48 GHz. The
considered test-case is used to emulate distributed spectrum

TABLE I
OBSERVATION SNRS OF THE MEASUREMENT POINTS IN FIG. 4

Point | SNR [dB]

1 —4.05
2 —-9.90
3 —4.76
4 2.81
5 0.40
6 0.16
7 3.95
8 6.28
9 6.56
10 7.49
11 8.84
12 9.40
13 8.69
14 5.46
15 8.03
16 9.38
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Fig. 5. Observed spectrum of the 5 MHz OFDM signal.

sensing in the presence of an indoor WiMAX base station.

The measurement setup is based on a Software Defined
Radio (SDR) platform. The OFDM transmitter and the CRs are
composed of a host commodity computer and general purpose
RF hardware, Universal Software Radio Peripheral (USRP)
equipped with omnidirectional antennas. The baseband signal
processing at the host computers is implemented in the GNU
Radio framework [13], an open source free software toolkit
that provides a library of signal processing blocks. Computa-
tionally intensive operations such as filtering or up- and down-
conversion are performed on the USRP. The considered OFDM
transmitter is a part of a GNU Radio based adaptive OFDM
framework [14].

Each of the distributed CRs, experiencing different signal
attenuations, observes the absence or presence of the OFDM
signal in a 5 MHz wide frequency range. The spectrum
sensing is based on energy detection which is implemented by
averaging the squared FFT magnitude of the observed signal.
The achieved observation SNRs of the different measurement
points in Fig. 4 are summarized in Table I. An exemplary
spectrum utilization with presence of the OFDM signal as ob-
served by a CR with high observation SNR is shown in Fig. 5.
For each measurement the CR sums up the energy of the
observed signal. The received energy of the jth CR is modelled
by X introduced in Section II. The received energy differs
from measurement to measurement due to additive noise. The
upper part of Fig. 6 shows 250 measurements for the case
of occupied and unoccupied spectrum for measurement point
7. At each CR, these measurements are used to estimate the
local conditional probability density functions f;(-|Ho) and
fj(-|H1) and to determine the optimal local decision threshold
7-; which maximizes the KL distance (15). Estimates of the
conditional densities f;(-|Ho) and f;(-|H;) for measurement
point 7 are shown in the lower part of Fig. 6.

V. NUMERICAL RESULTS AND CONCLUSIONS

In this section we present numerical results obtained by
applying the proposed optimization method from Section III
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to the practical spectrum sensing measurements as described
in the previous section. Fig. 7 shows the global probability of
detecting unused spectrum Pp depending on the number of
CRs.

For each number of CRs the value of Pp is obtained
by averaging the detection results of 100 different randomly
chosen subsets of the measurement points in Fig. 4. The global
probability of false alarm P is restricted by Pr < o = 0.05.
This means that the probability of interfering with the PU
does not exceed 0.05. The global probability of detection Pp
is monotonically increasing with the number of CRs. For 5
CRs Pp is already higher than 0.963 and for 7 CRs higher
than 0.998.

These results illustrate the feasibility of the presented scal-
able optimization approach. As a final remark, we point out
that the method can easily be extended to soft decisions, i.e.,
the local CR decisions about the state of the observed channel
can have more than one bit. This may further improve the
system performance.
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