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Solution of Problem 1

=" ¢ is QR modulo p with Definition 9.1 it follows

N
I
8
3
|
Il
—_

3$EZ;2IQEC modpjc%E(x2) mod p,

where the last congruence follows from Fermat’s Theorem.

"e” 5 =1 mod p = ¢ € Z; as ¢ has an inverse modulo p.
Let y be a primitive element (PE), i.e., y is a generator of Z;. Note that there exists a
primitive element with respect to Theorem 7.2 a).

= Jj:c=19 modp
cp%lz(yj)p%lzl mod p
p—1]|j(p—1)/2= j must be even
EIxEZ;:xEy% mod p

=y =c¢ modp

R

¢ is QR modulo p

Solution of Problem 2

p prime, g primitive element modulo p and a,b € Z;.

a) a is a quadratic residue modulo p < 3Ji € Ny:a = ¢* mod p

Proof. “=7": a is a quadratic residue modulo p, i.e. Ik € Z; : k* =a mod p. gis a
primitive element, i.e. 31 € Ny : k = ¢ mod p. Then,

2 =¢’=a modp.

“” FH eNy:a=g* modp. Witha = (g")2 mod p, a is a quadratic residue modulo
1. O]

b) If p is odd, then exactly one half of the elements x € Z are quadratic residues modulo
.



Proof. p even: |Z3| =1

podd: |Z;| =p—1is even.

zy=(9)={d" 9" .97}

A= {go,g2,g4, o ,gpfg} Al = p;1

reAie FeENy:2=¢* modp g x is a quadratic residue modulo p

T € L, \ A and assume z is quadratic residue modulo p g JieNy:z2=¢* modp

= = € A, a contradiction. (Note: 2¢ mod (p — 1) is even)

) ) ) a,b are quadratic residues modulo p
c) a-bis a quadratic residue modulo p < ) i
a, b are quadratic nonresidues modulo p

Proof. p = 2: trivial, as =1.

Zy

p>2: “=": Let a =g¢* mod p, b=g¢' mod p. With a - b quadratic residue modulo p:

JieNy:a-b=g¢* modp
=a-b=¢""=¢* modp
=k+1=2i mod (p—1)

(Note: p—1even = k+1 mod (p— 1) even)

{k,l even g a,b are quadratic residues

k,l odd g a, b are quadratic nonresidues

“«<": a,b are quadratic residues modulo p. Then

2k 2l

a-b=g*. g% = g*H

mod p g a - b quadratic residue modulo p.
a,b are quadratic nonresidues modulo p. Then

a-b= gt P2 = Q2D mod p 4 ab quadratic residue modulo p.



Solution of Problem 3

n=p-q=31-79 = 2449
a) Apply Algorithm 7 (Finding pseudo-squares modulo n = pq).
La=10— (2) =1
a=11- (%) =-1v
2.0=17— () =-1 v
3. Compute y € {0,1,...,n — 1} with

y=a modp,
y=b mod q,
by applying the Chinese remainder theorem to solve the system of congruences.
my=p, mx=4¢q, a1 =a, a2:b7 r =y,
M=my-mg=n=p-q, My=my=q, My=my=p,
p=M'=q¢'=11 modmy, yo=M;'=p ' =51 mod my,
=y=a M -y +ay-My-yp=0a-q-11+0b-p-51
=11-79-11417-31-51=2150 mod n

(1418)
)

b)

-1 =m =1

2150
< = -1 ﬁmgzl
2153

= m=(1,1,0)

Solution of Problem 4

a) From the requirement of a weak key, ¢ = m, it follows:

C:Zz 1 z/BZ_Zz lmi2i_1:m

with (i) 8; = rw; mod ¢ = 3; = w; = 21 mod ¢ = 2! with r = 1, since the modulus
is larger than each w; with ¢ > 2"~ 4272 4 ... 4 21 4+ 20,

b) Proof by contradiction:
Bi=p; mod g

= rw; =rw; modq //r~" mod q exists, as ged(r, q) = 1.

= w; =w; mod g

But w;, w; must be different for i # j as wi41 > ¥ w; by assumption. 4

Thus, 3;, B; are pair-wise different for ¢ # j.



c) Compute the difference of the ciphertexts:

lc—c[=| Z;l m;f3; — Z:Zl B
= [(m; —mj)B|
= |m; — m}|B;

= (;, with condition b)

The single bit error is at position j. All other §; # j3; cancel out and |m; —m/| = 1.
This single bit error can be read from the known public 3.

d) With the given wy = 63, we can compute the other four w;:

wy =263+ 1 =127
¢=257> 3w =243
wy = (63 —1)5 =31
wy = (31 — 1)% =15
wy =(15-1)5 =7
Then, with r = fiw;' mod ¢ and using the hint for the inverse of ws, we get:
r = Bswz’ mod g =230-199 mod 257 = 24
This provides (w,q,7) = ((7,15,31,63,127),257,24).

e) d=cr~! mod ¢
From the EEA we obtain r—! =75 mod 257.
Then, d = 846 - 75 mod 257 = 228.

Now we can decode the bits of the message as follows:

d=228>ws=m5=1

228 127 =101 > wy = my =1

101 =63 =38 > w3 = m3 =1
8=31l=T=w1=my=0,m; =1

The resulting plaintext message is:

m=m12° + mo2t + ms22 + my2 +ms2t =1+4+8+16 =29



