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Problem 1. (prove Proposition 7.5) Prove Proposition 7.5 from the lecture, which gives a
possibility to generate a primitive element modulo n:

Let p > 3 be prime, p — 1 = [[F_, p/ the prime factorization of p — 1. Then,

—1
a € Z, is a primitive element modulo p < an # 1(modp) for all i € {1,...,k}.

Problem 2. (calculating the basis) Given a'® = 17 mod 31, calculate the basis a.

Problem 3. (Diffie-Hellman key exchange) Alice and Bob perform a Diffie-Hellman key
exchange with prime p = 107 and primitive element a = 2. Alice chooses the random number
x4 = 66 and Bob the random number g = 33.

a) Calculate the shared key for both users.

b) Show that b = 103 is also a primitive element mod p.

Problem 4. (Proof of 8.3) Let n = p-q, p # q be prime and x a non-trivial solution of
2 =1 (mod n), i.e., x # +1(mod n).

Then
ged (z+1,n) € {p,q}



